Geodema Network — MNonntuka 6e30MacHOCTU U OTBETCTBEHHOIO PacKpbITUA
[Jata BcTynneHus B cuny: 27.02.2026 (MCK)
1) Uenb

1.1. Mbl NpMBETCTBYEM OTBETCTBEHHOE PACKPbITUE YA3BUMOCTEN, KOTOPbIE MOTYT NOB/INATL Ha
6e3onacHocTb cepBrca Geodema Network (ganee — CepBUC) 1 fAaHHbIX NO/b30BaTeNeN.

1.2. Llenb nonnTnkn — aatb NOHATHLINA M 6e30nacHbIi CNoco6 coobuinTe 0 Npobieme 6e3
Bpeda Ansi nonb3oBarteneli u MHppPacTpyKTypbl.

2) Kypa otnpaBnsiTb OTYETDI

2.1. OTuéTbl 0 6e30NacHOCTM HanpassiTe Ha support@geodema.net ¢ TeMoli NUCbMa:
[SECURITY] Geodema Network.

2.2. CneupanbHble TpeboBaHus K WngpoBaHnio/PGP He ycTaHaBnmBaroTcs. Ecnv Bbl xoTute
— MOXeTe 1CMNo/b30BaTb COOCTBEHHbIE CPeACcTBa LUN(POBaHNS Ha CBOEW CTOPOHE, HO 3TO He
ABNSAETCA 06A3aTesIbHbIM YC/TIOBUEM.

3) UTO BK/IIOUNTL B OTUET

3.1. )KenartefibHO ykasaTb:

® onuncaHue ya3BMMOCTUY 1 NpeanosiaraemMblii BEKTOP aTaku;

® Luary BOCnpousBeeHus;

® 3aTPOHYTbIE KOMMNOHEHTbI (60T, cainT, API, naHenb ynpaBneHus n T.n.);

® [OTeHUMasnibHoe BANSIHUE (4TO MOXHO caenartb 3/10YyMbILLIEHHMKY);

® flokazatesnibCTBa (/10r1, CKPUHLLOTLI) — 6€3 JIMLWHMX NePCOHaNIbHbIX AaHHbIX;

® KOHTaKT A1 06paTHOM CBA3MN.

4) MpaBuna TecTMpoBaHns (BaXKHO)

4.1. Pa3pelleHo: akkypaTHasi NpoBepkKa, HanpaB/ieHHas Ha NoATBEPXAEHNE NPO6GAEMbI NpK
MVHV/MaJIbHOM BO34ENCTBUN.

4.2. 3anpeLyeHo:
® DDoS/Harpy3o4Hoe TecTupoBaHue 6e3 NMCbMEHHOro Cor/iacoBaHus;
® CKaHVMpOBaHWe 1 MaccoBbIil nepebop;

® JKcnyatayna ya3BMMOCTU O/14 AocTyna K AaHHbIM nonb3oBaTesiel;



® N3MeHeHue/yaaneHne faHHbIX;
® coumasibHas NHXeHepus CoTpyAHNKOB/MOb30BaTeNe;
® ny6nukauma getaneit 4o npefocTaB/ieHnss HaM pa3yMHOro BpeMeHU Ha UcrnpaB/ieHue.

4.3. TpoCUM OrpaHNuMBaTLCS TECTUPOBAHNEM COBCTBEHHbIX aKKayHTOB/AaHHbIX U He
3aTparvBaTb TPETbUX JINLL.

5) Kak Mbl pearupyem

5.1. Mkl cTapaemcs:

® [OATBEPAUTBL NOJTyYeHne OTYETA B pa3yMHbI CPOK;

® 3aMpPOCUTb YTOYHEHMS NPU HEOBXOANMOCTMU;

® [IPUHATbL MEPbI MO UCNPAaBAEHNIO/CMATYEHNIO NOCEACTBUIA.

5.2. Cpoku ncnpasneHns 3aBUCAT OT KPUTUYHOCTU N CIOXKHOCTU. Mbl MOXEM BPEMEHHO
OrpaHnyYnTb (PYHKLUMOHANBHOCTL paay 6e30MacHOCTU.

6) My6nnyHoe packpbiTue

6.1. Mpocum He Ny6/iMKoBaTb AeTasim YS3BUMOCTU A0 €€ yCTpaHeHUs Uam A0 CoriacoBaHHOM
[aTbl packpbITUS.

6.2. Ecnu TpebyeTtca ny6nnyHbIii OTYET (HaNpMMep, B UCCefoBaTeNbCKUX LEensx), cornacyiTe
3TO 3apaHee yepes support@geodema.net.

7) Harpapgbl

7.1. Ha gaHHbIi MoMeHT CepBuc o6ellaeT BosHarpaxaeHue (bug bounty), ecnv npsimo He
3as1BNIEHO OTAE/NbHO.

Geodema Network — Security & Responsible Disclosure Policy
Effective date: 27 Feb 2026 (Moscow time)
Send security reports to support@geodema.net with subject [SECURITY] Geodema
Network. No PGP requirement. Include description, reproduction steps, affected components,

impact, and safe evidence. Do not run DDoS/stress tests, mass scanning, or access/modify
user data. Please allow reasonable time to fix before public disclosure.



